FHIR authorization

1. Sugeneruoj amas privatus raktas (3iuo atveju PEMformato, bet gali bti ir DER ar kitas):
openssl genrsa -out private.pem 1024
(pavyzdyj e naudoj anmas DER rakto formatas, j pakonvertuoti galim
openssl pkcs8 -topk8 -in private.pem-informPEM -out private.der -outform DER -nocrypt)
2. Sugeneruoj amas public RSA raktas PEM for mat u:
openssl rsa -in private.pem -out public.pem -outform PEM - pubout
Public raktas perduodamas (pvz., el. pastu) uzregistravimui { ESPBI IS
Perduodamas jstaigos, kuri atsakinga uz teisingy duomeny, pateikimg, JAR kodas (pvz., el. pastu)
Uzklausa | FHIR serverj pasiraSsoma. Uzklausos pasiraSymas aprasytas vykdomas pagal "ESPBI IS DUOMENY MAINUY IR
INTEGRACIJOS PROJEKTAVIMO DOKUMENTACIJA" skyriuje 2.5.1.1. Duomeny, perdavimo sauga. (RFC5849)

uhWL

Pavyzdinis Java programavimo kalbos kodas sudaryti Authorization header parametra:

i mport net.oauth. QAut h;

i mport net. oaut h. QAut hAccessor;

i mport net. oaut h. QAut hConsuner;

i nport net. oaut h. QAut hMessage;

i nport net. oauth. signature. RSA_SHAI,;

i mport org.apache. cxf.comon. util.Base64Utility;

inmport java.io. Datal nput Stream

inmport java.io.File;

import java.io.FilelnputStream

import java.io.|OException;

import java.security. KeyFactory;

import java.security. NoSuchAl gorithnException;
import java.security. PrivateKey;

import java.security.Signature;

import java.security. spec. PKCS8EncodedKeySpec;

/**

* @ut hor Maksi m Boi ko (Maksi m Boi ko@ortal .com
*/

public class AuthenticationUil {

public static void main(String[] args) throws Exception {

String authorizati onHeader = AuthenticationUtil.getAuthorizati onHeader (
" GET",

"http://195.12. 185. 33: 8181/ cxf/ Patient",

"test",

KeyFact ory. get I nstance(" RSA") . generat ePri vat e( new PKCS8EncodedKeySpec(readFile(getFile("private.der")
1))

System out. printl n(aut hori zati onHeader) ;

String authorizationHeader2 = AuthenticationUtil.getAuthorizati onHeader(

" POST",

"http://195.12. 185. 33: 8181/ cxf/ Patient",

"test",

"<here be xm >",

KeyFact ory. get I nstance(" RSA") . generat ePri vat e( new PKCS8EncodedKeySpec(readFile(getFile("private.der")

)

System out . printl n(aut hori zati onHeader 2) ;

}

public static String getAuthorizationHeader(String httpMethod, String url, String consunerKey, String
body, PrivateKey privateKey) throws Exception {

String signedBody = sign(body, privateKey);
QAut hMessage message = new QAut hMessage(httpMethod, url, null);
QAut hConsuner consuner = new OAut hConsuner (nul |, consunerKey, null, null);

consuner . set Property(RSA_SHAL. PRI VATE_KEY, pri vateKey);
consuner . set Property( OQAut h. OAUTH_SI GNATURE_METHOD, OAut h. RSA_SHA1) ;



QAut hAccessor accessor = new QAut hAccessor (consuner);
message. addPar anmet er (" oaut h_body_hash", si gnedBody);
message. addRequi r edPar anet er s(accessor) ;

return nmessage. get Aut hori zati onHeader (nul I);

}

private static String sign(String nmessage, PrivateKey privateKey) throws Exception {
Si ghature signer = Signature. getlnstance("SHALw t hRSA");

signer.initSign(privateKey);

si gner. updat e( message. get Byt es(" UTF-8"));

byte[] signature = signer.sign();

return base64Encode(si gnature);

}

public static String base64Encode(byte[] b) {
return Base64Utility. encode(b);

}

private static File getFile(String keysFil ePath) {
return new Fil e(keysFil ePath);

}

private static byte[] readFile(File file) throws | CException {
Fil el nput Stream fil el nput Stream = nul | ;

Dat al nput St r eam dat al nput Stream = nul | ;

try {

filelnputStream = new Fil el nput Strean(file);

dat al nput St ream = new Dat al nput Strean{fil el nput Strean);
byte[] keylnDerFormat = new byte[(int) file.length()];
dat al nput St ream r eadFul | y(keyl nDer For nat ) ;

return keyl nDer For mat ;

} finally {

filelnputStreamclose();

dat al nput St ream cl ose() ;

}



7. Atliekama uzklausa | FHIR serverj:
a. Kreipiamasi | servisg, perduodant Authorization header parametrg
b. Perduodamas requestor_id header parametras (nuoroda | Practitioner resursa, kuris nusako specialista, kurio
kontekste vykdoma uzklausa)

Pateikiamas GET uzklausos pavyzdys:

GET /cxf/Patient HTTP/1.1

Host: 195.12.185.33:8181

requestor_id: 1000005152

Authorization: OAuth oauth_consumer_key="test", oauth_signature_method="RSA-SHA1",
oauth_timestamp="1432503230", oauth_nonce="390756402947300", oauth_version="1.0",
oauth_signature="ScwelLqrW1dkZ71c1ph7gwY1QnIBGblidaCfQMCi2iV1qvFvjywi6y%2FB0%2BAULU%2B6ca3rCn
DRI5SI7bFglIp50ITOW3ftDcrxIvyoiFNZzuemj9tPmvnriM61LM8dRK5FhxuGdg%2B0z7%2B47GfyOQB04%2BZ0MBt
foRFN7BOhBKWKCUFmMO0%3D", oauth_body_hash="VsI5kjIQE3RjCbzZEDW5XaJlIfGlIj44uOVCwIBDdxjKdtB81U3Q
vpO9HFEtgVWQ7SPgofQ3xuclVB97BcZZZGFuMXEWgPvqupzvhaCCwXB5a2RamJjdNrrMDV6BKUKWIgeKE/ETjDoy
mSN1eT4fc9CAr8APIRIGEff8+TvW74Dw="
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