VieSy-privaciy rakty sukiirimo instrukcija — OpenSSL diegimo
1 DIEGIMAS

1.1 Diegimas Linux aplinkoje

Dauguma Linux programinés jrangos platinimo paketuose jau yra §i priemoné ir papildomai jos
diegti nereikia. Jei Sios priemonés néra, ja galima jdiegti arba standartiniu arba rankiniu budu.
Reikia rinktis tik vieng biida.

1.1.1 Diegimas standartiniu btdu

Debian operacinése sistemose naudojama komanda:
apt-get install openssl

Centos operacinése sistemose naudojama diegimo komanda:
yum install openssl

1.1.2 Diegimas rankiniu badu

1) Parsisiysti: https://www.openssl.org/source/openssl-1.0.2a.tar.gz
2) Isarchyvuoti: tar —xzvf openssl-1.0.2a.tar.gz
3) Idiegti: ./openssl_install.sh

1.2 Diegimas Windows aplinkoje

I Zingsnis
Tinklapyje https://slproweb.com/products/Win320penSSL.html
pasirinkti versijg Jisy sistemai:
1. Win32 OpenSSL v1.0.0s https://slproweb.com/download/\Win320penSSL-1_0_0s.exe
2. Win64 OpenSSL v1.0.0s https://slproweb.com/download/Win640penSSL-1 0 0s.exe
Pagal vartotojo norus galima atsisiysti ir kitg versija.

II Zingsnis
Diegiama atsisiysta programa. Sudiegtos taikomosios programos kelig (dazniausiai, C:\OpenSSL-
Win32\bin) reikia pridéti prie Path aplinkos kintamojo.

11 Zingsnis

Path aplinkos kintamojo papildymas. Kompiuterio darbastalyje ant ikonos ,,My computer* spausti
desinj pelés klavisa ir pasirinkti ,,properties. Atsidariusiame lange pasirinkti kortele ,,Advanced*,
pasirinkti mygtuka ,,Environment Variables®.


https://www.openssl.org/source/openssl-1.0.2a.tar.gz
https://slproweb.com/products/Win32OpenSSL.html
https://slproweb.com/download/Win32OpenSSL-1_0_0s.exe
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Atsidariusiame lange pasirinkti ,,Path* aplinkos kintamajj ir nuspausti ,,Edit*.
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Atsidariusiame lange ,,Variable value* papildyti reikSme — ,,;C:\OpenSSL-Win32\bin* (priekyje
kabliataskis) jei naudojate 32 bity operacing sistemg arba ,,;C:\OpenSSL-Win64\bin “ jei
naudojate 64 bity operacing sistemg ir paspausti ,,OK*.
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2 RAKTY SUKURIMAS

2.1 Rakty kdrimas Windows aplinkoje
| Zingsnis

Windows sistemoje komandas reikia leisti konsolés lange su administratoriaus teisémis.
Iskvietimo pavyzdys Windows 7 atveju:
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arba Windows 8, 8.1 ar Windows 10 atveju:
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Il Zingsnis

Atsidariusiame lange jvykdyti katalogo, kuriame bus jrasyti raktai, suktirimo komandg (po
kiekvienos komandinés eilutés jraS§ymo spausti <Enter>):

mkdir c:\raktai

Pakeisti einamajj kataloga:

cd c:\raktai

Nustatyti sistemos kintamajj, kur bus jraSomas pagalbinis failas su i§plétimu .rnd:
set RANDFILE=c:\raktail.rnd

lll Zingsnis

Sukurti privaty raktg jvykdant komanda:
openssl genrsa -out private.pem 1024

Pastaba
Jei vykdant komanda gaunama klaida ,,unable to write 'random state™:



E¥ Command Prompt - O X

_genrsa -out pri a.pem 1024
" dinto random - done
rate 024 bit long modulus

reikia pasitikrinti ar tikrai komandos vykdomos administratoriaus teisémis

IV Zingsnis

Sukurti vie$g raktg i§ privataus:
openssl rsa -in private.pem -out public.pem -outform PEM -pubout

Katalogo perzitira, kuriame buvo sukurti viesasis (public.pem) ir privatus (private.pem) raktai:
dir c:\raktai

Auksciau apraSyty zingsniy vykdymo pavyzdys:

em 1024
- do
bit Tong modulus

e.pem -out public.pem -outform PEM -pubout

2.2 Rakty kdrimas Linux aplinkoje
| Zingsnis
Jjungiate terminalg arba prisijungiate prie serverio naudojant ,,ssh* programing jranga.

Il Zingsnis
Atsidariusiame lange sukuriate direktorija, kurioje bus saugomi sukurti raktai ir jg pasirenkate:
mkdir raktai

cd raktai



lll Zingsnis

Sukurti privaty raktg jvykdant komanda:
openssl genrsa -out private.pem 1024

IV Zingsnis

Sukurti vie$g raktg i§ privataus:
openssl rsa -in private.pem -out public.pem -outform PEM -pubout

3 RAKTY PATEIKIMAS

Jusy sukurtoje direktorijoje esantj failg public.pem reikia pervadinti naudojantis tokia taisykle:
failo pavadinimo Sablonas ,, 111111111 viesasis_raktas YYYYMMDD.pem*, kur 111111111 yra
istaigos JAR kodas, YYYY yra metai, MM — ménuo, DD — diena, kada failas siunc¢iamas.

ESPBI IS pateikiamas viesasis (public) raktas PEM formatu.

Raktg siysti elektroninio pasto adresu e.sveikata.sutartys@registrucentras.|t

4 Instrukcija programuotojams (visiems kitiems skaityti nebdtina)

Autorizacija atliekama OAuth 1.0 protokolu, papildomai pasirasant ir siun¢iamy duomeny turinj
Naudojamas pasiraS§ymo algoritmas: RSA-SHA1

https://tools.ietf.org/html/rfc5849#section-3.4.3

Autorizacijos header formavimas

https://tools.ietf.org/html/rfc5849#section-3.5.1

Zemiau pateikiamas pasira§ymo programinio kodo pavyzdys JAVA kalboje i§ ESPBI IS
sveikatinimo specialisty portalo:


mailto:e.sveikata.sutartys@registrucentras.lt
https://tools.ietf.org/html/rfc5849#section-3.4.3
https://tools.ietf.org/html/rfc5849#section-3.5.1

public class AuthenticationOutInterceptor extends
AbstractPhaselnterceptor<Message> {

private static PrivateKey privateKey;

public AuthenticationOutInterceptor () {

super (Phase.PREPARE SEND) ;

@Override
public void handleMessage (Message message) throws Fault {
try {

String httpMethod = (String)
message.get ("org.apache.cxf.request.method") ;

String url = (String) message.get (Message.ENDPOINT ADDRESS) ;
PrivateKey privateKey = getPrivateKey() ;

String authorizationHeader =
AuthenticationUtil.getAuthorizationHeader (httpMethod, url,

"doctor-portal", getBody(message), privateKey);
setHeader (message, "Authorization", authorizationHeader);
} catch (Exception e) {

throw new RuntimeException (e);

private static PrivateKey getPrivateKey () throws Exception {
if (privateKey != null) {
return privateKey;
}
String path = "./etc/certs/doctor-portal.key.der";

privateKey = KeyFactory.getInstance("RSA") .generatePrivate (new
PKCS8EncodedKeySpec (readFile(getFile(path))));

return privateKey;

private static File getFile (String keysFilePath) {

return new File (keysFilePath);



private static byte|[] readFile(File file) throws IOException {

FileInputStream fileInputStream null;
DataInputStream dataInputStream = null;
try {

fileInputStream = new FileInputStream(file);

dataInputStream = new DatalnputStream(fileInputStream);
byte[] keyInDerFormat = new byte[ (int) file.length()];
dataInputStream.readFully (keyInDerFormat) ;
return keyInDerFormat;

} finally {
fileInputStream.close();

datalnputStream.close () ;

@SuppressWarnings ("unchecked")
private void setHeader (Message message, String header, Object wvalue) ({
message.put (header, value);

Map<String, List<?>> map = (Map<String, List<?>>)
message.get (Message . PROTOCOL HEADERS) ;

map.put (header, Collections.singletonList(value));

message.put (Message.PROTOCOL HEADERS, map) ;

private String getBody (Message message) throws Exception {
try f
InputStream is = message.getContent (InputStream.class);
if (is == null) {

return "";

}

String content = IOUtils.toString(is, "UTF-8");



message.setContent (InputStream.class, new
ByteArrayInputStream(content.getBytes ("UTF-8"))) ;

return content;
} catch (IOException e) {

throw new RuntimeException (e);

public class AuthenticationUtil ({

public static String getAuthorizationHeader (String httpMethod, String url,
String consumerKey, String body, PrivateKey privateKey) throws Exception ({

String signedBody = sign(body, privateKey):;
OAuthMessage message = new OAuthMessage (httpMethod, url, null);

OAuthConsumer consumer = new OAuthConsumer (null, consumerKey, null, null);
consumer.setProperty (RSA SHA1.PRIVATE KEY, privateKey);
consumer.setProperty (OAuth.OAUTH

This message has been scanned for viruses and
dangerous content by MailScanner, and is
believed to be clean. METHOD, OAuth.RSA SHAI);

OAuthAccessor accessor = new OAuthAccessor (consumer) ;
message.addParameter ("oauth_body hash", signedBody) ;
message.addRequiredParameters (accessor) ;

return message.getAuthorizationHeader (null) ;

private static String sign(String message, PrivateKey privateKey) throws

Exception {
Signature signer = Signature.getInstance ("SHAlwithRSA") ;

signer.initSign (privateKey) ;
signer.update (message.getBytes ("UTF-8")) ;
byte[] signature = signer.sign();

return baseb64Encode(signature) ;

public static String base64Encode (byte[] b) {
return Base64Utility.encode(b);


http://www.mailscanner.info/

